DDOS-GUARD



DDoS-Guard

O6ecneunBaemM 6ecnepeb6oViHyI0 paboTy cepBUCOB

[MpegoctaBnsem ycnyru no obecneyeHumio 3awntel oT DDoS-aTak, gocTaBke

KOHTeHTa 1 XocTuHra ¢ 2011 roga. Micnosb3yem coO6CTBEHHbIE Pa3paboTKu

CNCTEM NCKYCCTBEHHOIO MHTEJINIEKTA, [1O n cepBUCbl, OCHOBaAHHbLIE Ha aJIrO-

PUTMax MalLUMHHOTO o6yqu|/|ﬂ.

Ansa 6bICTPON JOCTAaBKM KOHTEHTA M OTPaXXeHWS aTak B pexviMe peasibHOro
BpPeMeHW Mbl CO34aInN reopacnpeseneHHyro cetb GpuabTpaLmm, KaHanbHas
eMKOCTb KoTopowu 6osiee 3,2 Tbhps. LLeHTpbl OUNCTKN Tpadrika HAXOAATCA

B Poccnn, 'oHKkoHre, HngepnaHgax, CLUA n KasaxcTtaHe.
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B EAVHOM peecTpe poCccUnCKX NpOrpaMm Aas 31eKTPOHHbIX
BbIUNCANTENBbHbIX MaLUVIH 1 633 JaHHbIX

Mo gaHHbIM RIPE, DD0S-Guard 3aHMMaeT nepBoe MecCTo
Cpeamn cepBMCOB 3aLlLUTbl OT MHPOPMALMOHHbIX aTak
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Hawwv ycnyrm

3allLLEeHHbIA XOCTUHT

SawnmiieHHble VDS

3allMLLEHHbIE BblJeNEeHHbIE CEPBEPD

SAUMTA M YCKOPEMMNE CANTOS

webd Apphcation Hrewall

Bot Mitigation

3AUMTA CETEBOMN MHOPACTDYXTYDM



CeTb PUNbTPALUN
Tpadumka DDoS-Guard

TOUKM NPUCYTCTBUSA PACrosioXKeHbl B KPYNHEeNLLInX
AaTa-uyeHTpax Poccum, EBponsbl, CLLUA n Asnwn.

[eopacnpeseneHHas ceTb 06paboTkV 1 PUAbTPALUN
TpadunKa MMeeT npsamMble prsnyeckme NogKNtoUeHNs K CeTAM
onepaTopoB ypoBHA Tier-1, UTo No3BONAET 0becrneyrBaTb
HaVAy4yLLYH CBA3HOCTb, OTKA30yCTONUYMNBOCTb U

ONMTMMaNbHYH MapLUpyTM3aUnto Tpadrka KNNEHTOB.



TexHnyeckvie BOSMOYKHOCTW

ABTOMaTM4eckoe noakjtoyeHme

BblaeneHHbIN |IP-aapec
a AP SSL-cepTndurkarta

[1J0CTaBKa KOHTEHTa No BCEMY MUPY U

OnTnMmnsauna and scex nonyadapHbix CMS
becrnnaTHOe K3LWMpOoBaHuMe

PHP BepCUN 5 4-8.0 Pa3MeLL|,eH|/|e 3alrfncen
Ha 3alnLeHHbIX DNS-cepBepax

AHanuns n obpaboTka

YnpaBaeHue yCayrom yepes nnyHbiv kKabmHeT n API
Be6-Tpaduka HTTP / HTTPS P ycny P

YcTaHOBKaA COBCTBEHHOW

LLInpoknin Bei6op OC 414 yCTaHOBKN
naHenn ynpasneHma cepBepom



Mbl rapaHTUpyem

PrnbTpauna Bcex BXOAALLNX YcKopeHue A0CTaBK/ KOHTEeHTa
3aMpOCOB Ha y31ax 0bpaboTKu c nomMoLbto CDN v 3awnTa
Tpadurka DDoS-Guard. Nocne OT BCeX N3BECTHbIX BNAOB
5TOr0 Ha Balll CalT NOCTYyNaroT DDoS-aTtak.

TOJIBKO NIETUTUMHbIE 3alpocChl.

MpenmyLiecTBa 3alNLLEHHOI0 XOCTUHra

3awmTta oT DDoS-aTak Ha ypoBHe [eopacnpegeneHHas ceTb y3/10B
L7 po 700 Mpps dnnbTpPaLMM No BCeEMY MUPY
MOHUTOPUHI CEPBUCHBLIX CYX6 [Monoca nponyckaHmsa go 10 Mé/c
24/7/365

3alliATa Ballero KOHTeHTa
oT DDoS-aTak. ExXkeaHeBHOe
CO34aHue pe3epBHbIX
KOMW AaHHbIX.

3awnTa ot DDoS-aTtak Ha YpOBHAX
L3-4 po 3,2 Tbps

becnnaTHoe KSWWNPOBaAHNE U
AOCTaBKa KOHTEHTA MO BCEMY

MUPY



Cob6cTBEeHHbIe TexHonormm

DDoS-Guard — akcnepT B coepe
KnoepbesonacHocTtn ¢ 2011 roga. Mbil
pa3pabaTbiBaeM COOCTBEHHbIE
TEXHOJI0MMN 3aLWThl, MPOrpaMMHoe
obecneyeHVie 1 CepBUCbl, OCHOBAHHbIE
Ha a/IfoPUTMax MallMHHOIo oby4yeHus.

Bcerga Ha cBA3un

NHxxeHepbl DDoS-Guard obecrneyrBaroT
KPYrnoCyTOUYHbIVI MOHUTOPWIHE U 3aLUNTY
ceTeBON MHPPACTPYKTYPbI. [OTOBbLI OTBETUTL
Ha BCe BOMPOChHI B t0b60e Bpemsd 24/7/365.

Hawun npenmyLlecTtBa

becnepe6oviHaa paboTa cepBMCOB

LIeHTpbl OUMNCTKM TPpadrKa HAXOAATCH

B KpYMHenwnx gaTta-LeHTpax Poccmn, EBponsl,
CLUA n A3nn. 2T0 NO3BOAAET NOAKIHYATbLCA

K BeAyLLUMM rnpoBangepam v obecneumBaTthb
HaWAYULLYH CBA3HOCTb, OTKA30yCTONUYMBOCTb
N ONTUMaNbHY MapLLUPYyTM3aLUIO.

Mpo3payHoe LeHoo6pa3oBaHUe

Tapundunkayma no 95-my nepLeHTUNIo.
NHTerpavymsa 6e3 4onoNaHUTEIbHbIX
PACXOA0B Ha 3aKynKy 1 06C1yxXmnBaHme
AOPOrocTosLLero ob6opysoBaHUS.

Hage>XHOCTb 1 AOCTYMHOCTDb

Mbl CTpoOVM ceTb 06paboTKy Tpaprka,
MCXoAs 13 TpeboBaHUM MaKCIManbHOW
HaAeXHOCTW BCEWN CUCTEMBbI. DTO
NO3BOJIAET HaM OobecneyrBaTb
YPOBeHb AOCTYNHOCTY B SLA 6onee
99.5%.

NINYHBIN KabunHeT

MOHUTOPWHTI 3aLlLUTbLI B pexmnme
PeasibHOro BpeMeHM N BO3MOXHOCTb
COCTaBJ/IeHUA NMepCcoHaibHbIX HAb6OPOB
B npooue.
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2 DDOS-GUARD

[TpoTecTUpynTeE HALLUWN YCNYTIA:

O XN3H KOMNaHMu CBA3aTbCA C HAMU

ddos_guard

ddosguard_rus



